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Goal for today

Advise ASIS Rochester members
about

- Some ways security professionals
can lead their organizations’ efforts
to prepare for active shooter
iIncidents, and
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- inform them about resources CISA
and other federal agencies provide.
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Presenter Notes
Presentation Notes
For those of you representing organizations that do not have an active shooter preparedness program, we want you to leave here today with a running start to build your program.

For those of you who already have a program, we want you to leave here with some ideas about how you can make a good program better.


Ways security professionals

can lead their organizations’ efforts
to prepare for active shooter incidents
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Presenter Notes
Presentation Notes
This video is eight minutes long. Before the presentation, make sure it’ll play and that you can hear it. It’s a YouTube link, so you’ll need an internet connection.



Establishes

Core Capabilities

For Executing

Prevention Protection Mitigation Response Recovery

Mission Areas
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Presenter Notes
Presentation Notes
Such a preparedness program is built upon capabilities that achieve preparedness by:

Preventing, avoiding, or stopping an active shooter incident.

Protecting our people from an active shooter incident.

Mitigating the loss of life by lessening the impact of an active shooter incident.

Responding quickly to save lives during an active shooter incident.

Recovering from an active shooter incident to restore individuals and the organization.

Mitigation is considered the third mission area because it takes place prior to the incident. We’ll cover mitigation last as it serves as a great capstone to the other four mission areas.



The prevention mission area:

Prevent, avoid, or stop an imminent, threatened, or actual act of terrorism
or targeted violence.

1)

2)

3)

4)

5)

|dentify steps your organization can take to prevent an active shooter
Understand the pathway to violence

|dentify warning signs of a person on a pathway to violence
Understand the role of threat assessment management teams

Describe de-escalation and identify useful techniques to de-escalate a
potentially violent person

Pete Owen
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Presentation Notes
The first mission area is Prevention – the things we do to prevent, avoid, or stop an imminent, threatened, or actual act of terrorism.



Preventing the next active shooter

Train employees to recognize
behaviors on the pathway to
violence.

Instill a positive culture for
reporting.

Develop intervention capabilities.

Awareness + Action = Prevention

Pete Owen
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Presentation Notes
Prevention takes awareness, and it also requires action.

The first thing we need to do is train our employees to recognize behaviors on the pathway to violence.

But it’s not enough that folks can recognize such behaviors; we have to instill a positive culture for reporting—not a “snitches get stitches” culture.

Once the employees have done their part, once they’ve seen something and they’ve said something, we need to be ready to intervene. So, we have to develop intervention capabilities.



The Pathway to Violence
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Presenter Notes
Presentation Notes
This arrow depicts that pathway to violence discussed in the film.

While we all experience stressful situations, and might have grievances, whether our grievances are legitimate or not, most of us don’t typically channel our grievances into dark or hostile expressions. 

A person on the pathway to violence often will do just that. More concerningly, this person might get the idea that the solution to their grievance or an appropriate response to their grievance is violence—the violent ideation.

Things get even more troubling if they act on that violent idea by researching and planning—researching targets, past attacks, and weapons, and planning how they want to take action.

To turn the plan into something more, a person on this pathway might start making preparations—obtaining weapons or making bombs, giving away items, and even warning folks they care about vaguely or directly.

Often a person will scout out targets in person, as the Tops shooter did, or test security measures before returning with weapons.

All these stages on the Pathway to Violence are troubling, but they are also opportunities for someone to recognize what’s happening and report it so someone can intervene and get this person on an offramp from this violent path.

Important: while this is a typical path, not everyone follows this path exactly and some can move back and forth along the path.  i.e. some may not conduct extensive pre-attack preparation or probing.  

This emphasizes the importance of urgency when someone is believed to be on a violent pathway at any stage.  

Also, for those that do conduct research and planning as well as probing, they may realize the original plan is not feasible and end up going back to consider alternative plans.  This creates additional opportunities for observation and intervention.  
 



Threat assessment and management team
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Presenter Notes
Presentation Notes
“A multidisciplinary make-up is perhaps the single most important feature of an effective threat management team. Highly effective teams facilitate collaboration, coordination, and communication across various parts of organizations or communities to address persons of concern and threats of targeted violence. They will often need to leverage the perspective, expertise, and insight of various disciplines to aid in effectively assessing concerning behaviors and to develop threat management strategies.” (FBI, 71)


“Threat management teams should be comprised of a core group of representatives from relevant disciplines, such as law enforcement, security, mental health, social services, legal, human resources or administration, or others relevant to the entity establishing the team. A threat management team with a well-rounded composition of diverse members provides a versatile team of practitioners with different perspectives, capabilities, and backgrounds to address targeted violence concerns.” (FBI, 71)

“The functions of these teams are to: 
Gather all available information related to reports about a person of concern or threats of violence 
Determine, via threat assessment, whether the person of concern poses a safety threat 
Offer reasoned and thoughtful management recommendations designed to reduce targeted violence concern and promote safety for all, including the person of concern” (FBI, 70)




RECOGNIZE
@ ASSESS

De-escalation L L

REPORT

Verbal Communication

Instead Of:
“Calm down.”

“I can’t help you.”

‘I know how you feel.”
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Presentation Notes
Intent: 
To showcase content from the De-Escalation product

Teaching Points: 
Includes examples of purposeful actions, appropriate verbal communication, and specific body language that can help calm an escalating person.

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation


The protection mission area

Protect our people from an active shooter
iIncident.

1y Understand the role of an assessment

2) Understand the tasks and the purposes of
physical security measures

Pete Owen 1
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Presenter Notes
Presentation Notes
The second mission area is Protection - protecting our people from an active shooter incident.



Physical Security: Goals, Tasks and Purposes

- Your goal: Protect people from an active shooter.

- The task: what do you want each security measure to do?

- Its purpose: why do you want it done?

- Four purposes of security measures: Electronic

Access

. Deter Systems
- Detect
- Delay

Security
Guards

Manual

- Respond Access

Systems

Access
Points
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Presenter Notes
Presentation Notes
CLICK - All protective measures should work together as an integrated defense in depth to protect critical assets from an adversary. 

CLICK - Each protective measure should have a task (what do you want each security measure to do) and a purpose (why you want it done). Physical security measures typically accomplish one of four purposes.

CLICK - “Deterrence is achieved through measures that potential adversaries perceive as too difficult to defeat; it makes the facility an unattractive target so the adversary abandons or never attempts an attack.” (ASIS Protection of Assets Manual – Physical Security (2012), p. 36.
“Detection is the discovery of covert or overt action by an adversary.” (ASIS Protection of Assets Manual – Physical Security (2012), p. 23.
Delay is slowing down an adversary in order to detect the adversary and respond in time to stop the adversary. “The adversary may be delayed before detection, but that delay provides little value because it does not provide additional time for response. Any use of delay before detection serves primarily as a deterrent.” Ibid.
Response includes assessing alarms and reports and deploying security officers or law enforcement to stop the adversary before it’s too late. Ibid.
Photo: DHS S&T  Environmental (Weather) Surveillance Equipment Market Survey Report (2014)



Safe rooms

- Purpose: Protect people unable to run
from an active shooter
- Considerations — safe rooms should
- Hide you from the shooter
- Protect you from bullets
- Have a way to lock or block the door
- Have another way out
- Have a way to communicate

- Be equipped with first aid, AED, and
4= bleeding control

Pete Owen
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Presenter Notes
Presentation Notes
Purpose: Protect people unable to run from an active shooter

Considerations – safe rooms should
CLICK - Hide you from the shooter (no windows or a way to close the curtains)
CLICK - Protect you from bullets (solid doors, thick walls, heavy furniture)
CLICK - Have a way to lock or block the door 
CLICK - Have another way out (in case you need to run)
CLICK - Have a way to communicate (ideally, two or more: mobile phone, landline, intercom, or radio)
CLICK - Be equipped with first aid, AED, and bleeding control



The response mission area definition & objectives

Respond quickly to save lives during an incident.

1) Understand how to respond to an active shooter emergency

2) |ldentify actions an organization can take to help people respond to
an active shooter emergency

Pete Owen
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Presenter Notes
Presentation Notes
The third mission area is Mitigation - mitigating the loss of life by lessening the impact of an active shooter incident. We’ll circle back to Mitigation at the end of the workshop.

The fourth mission area is Response – responding quickly to save lives during an incident.







=
How we can help people respond

- Make it easier for people to run, hide,
and fight

- Make it easier for the police to
respond

Pete Owen
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Presentation Notes
As an organization with employees who come every day and visitors who may only visit once or twice, we can do two things that will increase their chances of surviving an active shooter incident.

We can

CLICK – Make it easier for people to run, hide, and fight

And we can

CLICK - Make it easier for the police to respond



How we can make it easier for people to

run, hide, or fight

- Quickly alert folks about what’'s happening!

- Public address and visual alarms
- Panic alarms (not fire alarms!)
- Mass text

- Ensure there are ways to run out
- And places to run to
- Remember folks with disabilities

@=x\ . Ensure there are places to hide

Pete Owen
May 9, 2024



Presenter Notes
Presentation Notes
CLICK - To make it easier for folks to run, hide, or fight, the most important thing is NOT to tell them what to do—it will be nearly impossible to control chaos. Rather, what we can do is let folks know what’s going on to empower them to make the best decision to save themselves. That means alerting them quickly and clearly what the emergency is and where it is.
CLICK - “There is an active shooter in the lobby of the main building!” passed over the PA system may be sufficient for most people.
Redundant means will ensure fewer folks don’t get the word.
Visual cues will alert folks whose hearing is impaired or those wearing headphones or ear protection.
CLICK - Panic alarms that initiate alerts can enable someone under duress to sound the alarm – but that panic alarm can only mean one thing, so it can’t be a fire alarm.
CLICK - Mass texts are a great way to alert folks who are not in the immediate danger area.
CLICK - Evacuation routes need to be obvious, clear, and safe. They should be accessible by all and they should lead to a safe place.
CLICK - As we talked about during the protection lesson, designated, hardened safe rooms give folks a place to hide.


How we can make it easier for the police

- Quickly notify 911
- address

- shooter location
- shooter description

- Talk to the police about your plan!

- What can you expect from them?

- What do they expect from you?
- Ways to get in and around your facility
- Things to watch out for Pete Owen
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Presenter Notes
Presentation Notes
CLICK - Lots of folks will call 9-1-1. What the operator needs to know is what’s going on, where it’s happening, and the description of the shooter.

9-1-1 is better than a panic button, but a panic button that gets help is better than no call at all.

CLICK - Talk to the police about your plan! 

What we’re trying to do is reduce the time it takes the police to locate, close with, and neutralize the threat from the shooter. The quicker the police can get where they need to go, the better. If they know their way around and have a way to get through doors, it’ll save them precious time. 

If there are dangerous things and spaces on your property, it’d be good to let them know.


The recovery mission area

Recovering from an active shooter incident to restore individuals and the
organization.

1) Understand risks to individuals and organizations in the aftermath of
an active shooter incident

2) |dentify actions organizations can take to recover from an action
shooter incident.
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Presentation Notes
The fifth mission area is Recovery – Recovering from an active shooter incident includes restoring both individuals and the organization.
.
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The immediate aftermath

- Chaos

- Stabilizing casualties

- Securing the scene

- Accounting for everyone

- Family notification and reunification

- Public information

Pete Owen
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Presenter Notes
Presentation Notes
In one word, the immediate aftermath of the incident will be chaos.

There may be more victims than the first emergency medical units can treat at one time.

The police still have a lot to do to ensure the scene is safe.

Some folks who were at the scene will have fled; others may be wounded and unlocated.

Families will be frantic.

The media will be rushing to get the story.


Law Enforcement priorities

. Clear the scene
- Facilitate rescue
. Secure the crime scene

- Investigate the incident

Pete Owen
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Presenter Notes
Presentation Notes
Once the shooter has been neutralized or captured, law enforcement officers will have several immediate priorities.

First, they will need to make sure they have removed the threat, which means they will need to clear the entire facility and review evidence to determine whether the number and identity of the shooters.

Officers will be helping emergency medical responders by locating victims and assisting with life-saving aid.

Once the scene is safe, the police will secure the scene so that they can investigate the incident. Depending on the severity of the incident and complexity of the investigation, the facility may not be released to the owner for weeks.




=
Accountability

- Evacuate to assembly areas
- Take charge

- Establish liaison with
responders

Pete Owen 21
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Presenter Notes
Presentation Notes
Most facilities have evacuation and assembly areas already designated for fire drills and other emergencies. An assembly area aids the reunification process by gathering evacuees in one location. Your staff needs to know how to evacuate as quickly and safely as possible to the assembly areas. 
Assembly areas may have to be created on an ad hoc basis. 

Managers should be prepared to account for employees, letting responsible officials know of the locations of those who might still be at the scene of the incident or who may have already left the area.

An assembly area may serve as a venue for leaders to address next steps, such as relocation and reunification.

Managers should introduce themselves to law enforcement officers or other emergency officials.
Evacuees should remain at the assembly area until a responsible official gives the “all-clear” signal, indicating that the threat has been mitigated and the scene of the incident is declared safe and secure.


O
Immediate Crisis Support

- Set up a Family Assistance Center
FOLIGE

- Update family members

ol
LINE 00 NOT GROSS

- Arrange reunification

. Assist with victim notification

Pete Owen
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Presenter Notes
Presentation Notes
Depending on the length and severity of the incident, it may be possible to provide additional services for evacuees in the assembly areas. Some of what is described below transitions into the final stage of short-term recovery.
Establishing a Family Assistance Center can enable your organization to provide information and assistance to families and friends about fatalities and survivors.
This might include information about survivors relocated to hospitals or other assembly areas.
Family Assistance Centers can also help arrange for reunification of survivors with family or friends.
Reunification should be well-ordered. However, if the evacuees scattered, this will be very hard.
Be prepared to accommodate family and friends who rush to the scene.
Ensure that family members are informed of changes to the location of the assembly areas as well a time estimate for when they will reunite with their loved ones.
Reunification with those injured during the incident may take more time since they may have already been transported to medical facilities.
Consider providing transportation for family members to area hospitals where the survivors may have been taken.
Family Assistance Centers might also be able to provide basic services to families and friends, such as:
Temporary housing and meals
Needs assessment (e.g., compensation)
Advocacy and coordination (e.g., legal rights and services)
You should clarify with local authorities who will notify next of kin about deceased victims. Be prepared to assist them. 
Access to next of kin information
Private location for notification
Family Assistance Centers may also provide a reserved environment for families of deceased victims to grieve in privacy that also serves to shield them from the media.



Public Information

- Have a plan

- Have a spokesperson
- And a backup

. Coordinate with law enforcement

- Have a message

Pete Owen
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Presenter Notes
Presentation Notes
Image: leb.fbi.gov
Communicating reliable and updated information about the incident, casualties, and the location and status of evacuees is of paramount importance, especially to families.
Plan ahead for crisis communication, including designating and training a spokesperson--and a backup. 
Coordinate crisis communication with law enforcement.
Script responses to likely questions. 
Use the organization’s website and social media to provide updates such as news about the situation and points of contact for emergency assistance.
Work with local media to disseminate that same information. 
Set up a toll-free telephone number 
Coordinate with law enforcement for updated and accurate information.
Inform employees not present whether to report for work.
CLICK - Ensure that evacuees’ families are informed as soon as possible about their whereabouts and health status.


Retrieving personal belongings

Pete Owen
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Presenter Notes
Presentation Notes
We teach folks to leave their personal belongings behind when they run from an active shooter. They may not be able to recover these until the crime scene investigations are complete.

Family members of deceased victims will want their loved ones’ possessions.

Coordinate with law enforcement in setting up a central point for collecting personal belongings.

Some personal possessions may be evidence and held for a longer period.




Presenter Notes
Presentation Notes
Vigils and memorial services are important. They provide an opportunity for individuals to take comfort and receive support from others affected by the incident. They provide the community with an opportunity to participate in the healing process and offer support to those in need.

While vigils may be held on an ad hoc basis the evening of the incident, memorials generally are more formerly organized and take place several days later.

If needed, designate a space in or near the facility where people may leave tokens of remembrance, such as sympathy cards, balloons, or stuffed animals.

Establish a plan for what to do with the tokens of remembrance, such as donating to a local charity (e.g., flowers, etc.) or transferring them to the families of the victims. 



=
Employee Assistance

- Employee Assistance Program ‘
- Workers’ Compensation

- Victim Assistance Programs

- Counseling

Pete Owen 26
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Presenter Notes
Presentation Notes
An Employee Assistance Program is a benefit program that assists employees in resolving personal and work-related problems. After an incident, this may include assisting with emotional difficulties, financial and legal concerns, and other post-attack issues.
If your organization does not have an Employee Assistance Program, you’ll still want to ensure your employees can access the assistance necessary to recover from their ordeal, to include grief counselors.
Employees will need leave to recuperate from injuries and disabilities.
If an active shooter incident in a workplace results in injuries (physical and psychological), the affected individuals may be eligible for Workers’ Compensation for their medical expenses.
If necessary, provide life insurance processing assistance to employees or their families.
Your organization can help employees find out about victim assistance programs from the local community, which can aid in their recovery. Further information may be available from police departments and local government offices. 
The psychological impact of active shooter or other violent incidents is different for each individual. Grief counseling is used for a spectrum of emotional crises to include for those who were victims of the incident, those who knew some of the victims, and others less directly affected who may still experience post-traumatic stress disorder or other anxieties. Some individuals may need little or no treatment. The role of your organization is to facilitate appropriate counseling. 
An important component of recovery is to treat the emotional side effects of an incident’s violence and stress. Ensuring counselors are available immediately after an incident is a good step.
The goal is to get people affected by an incident to a baseline emotional well-being as quickly as possible. The length of treatment will depend on the needs of the individual and will be determined by a professional mental health counselor.



Other long term recovery issues

- Reopening the facility
- Anniversaries and memorials
. Scams and fraud

- Civil and criminal judicial processes

Pete Owen
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Presenter Notes
Presentation Notes
Unless there is severe physical damage from an attack or other special circumstances, most facilities will reopen soon after the investigation is complete. In some cases, an alternative temporary facility may be necessary. Plan how you will restore full functionality after an incident. 
Individuals recover from traumatic incidents at their own rates. Some may be able to reestablish their normal routines and return within days, while others may need more time. Some individuals may be unable to return at all. Organizations should be prepared to accommodate an employee’s progress as much as possible.
As the effect of the incident recedes over time, its anniversary and any permanent memorial may become focal points for memories, reunions, and renewed media attention. Anniversaries and memorial services of remembrance are held to help victims, their families and friends continue to transition through their traumatic experience to recovery. Anniversaries also are an opportunity for individuals to reconnect with former coworkers. Organizations should consider facilitating reunions. 
For some, anniversaries and memorial services of remembrance may bring about an adverse reaction as they relive the events. Organizations should be aware of this and offer assistance.
The aftermath of some active shooter incidents has seen the formation of fraudulent charities and other scams that re-victimize those affected and the public. In addition to seeking money, some of these solicitations may be “phishing” for personal information. Inform employees that such scams could occur. The U.S. Internal Revenue Service maintains a list of charities that are exempt from taxation. Provide employees a list of charities to which they can safely donate.
Some active shooter incidents may result in criminal or civil trials. Ensure your legal staff is aware of potential liability issues. Make employees aware that they may be called as witnesses. Organizations may also have to grant leave to employees absent for a judicial proceeding. 
Participation in a legal proceeding may bring back traumatic memories of the incident, so consider providing grief counselors. 



The mitigation mission area

Mitigating the loss of life by lessening the impact of an active shooter
incident.

1) Understand the role of planning, coordinating, training, and preparing
the facility in mitigation

2) Identify mitigation measures your organization can implement

Pete Owen 28
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Presentation Notes
The third mission area is Mitigation - mitigating the loss of life by lessening the impact of an active shooter incident.

If we can’t prevent an incident from happening, and we can’t protect people from it when it does happen, we can mitigate the loss of life by creating conditions that will enable people to respond and recover.

In the context of an active shooter incident, this involves
Planning for response and recovery
Coordinating our plan with folks who have a role in it
Preparing the environment to enable response and recovery
Training folks to respond 
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Presenter Notes
Presentation Notes
The emergency management community advocates the six-step planning process you may be familiar with. It’s found in many federal guidebooks such as these. 

The six customary planning steps are:
Step 1: Form a Collaborative Planning Team 
Step 2: Understand the Situation 
Step 3: Determine Goals and Objectives 
Step 4: Develop the Plan 
Step 5: Prepare and Review the Plan 
Step 6: Implement and Maintain the Plan 


Active Shooter Emergency

Action Planning

1 - Form a Collaborative Planning Team

2a - Develop an Active Shooter
Prevention Plan

2b - Conduct a Risk Assessment
3 - Establish Goals and Objectives
4 - Assess Courses of Action

5 - Draft Plan and Approve

6 - Training and Exercise

Emergency Action Plan Guide
Active Shooter Preparedness

Purpose

The Active Shooter Emergency Acfion Plan Video is a virfual learning tool that describes the fundamental
concepts of developing an Emergency Action Plan (EAP) for an active shooter scenario. This instructive video
guides organizations through important considerations of EAP development utilizing the first-hand perspectives
of active shooter survivors, first responders, and other subject matter experts who share their unique insights.

Organizations are encouraged to use this guide as a medium to document the fitial stgps toward creating an
Active Shooter preparedness plan. This guide is nof meant to replace your organization’s Emergency Action
Plan Rather, it is a tool that begins the EAP development process.

Pre-Planning Recommendations and Suggested Training

¥" Does your organization have an emergency action plan? If so, review your organization’s policy or
process for creating the plan. Defernune if an active shooter preparedness plan can fif info your
organization’s overarching plan which may already include a plan for fire evacuation, severe weather,
and bomb threats.

¥ Obtain a copy of the Federal Emergency Management Agency’s (FEMA) Comprehensive Preparedness
Guide (CPG) 101 “Developing and Mamtaining Emergency Operations Plan™ and review the six step
planning process.

v" Explore the Depariment of Homeland Security’s Active Shooter Preparedness Website to better
understand the active shooter threat.

¥ View the Options for Consideration Video to recognize possible actions to take if confronted with an
active shooter scenario.

v" Download and review the Active Shooter Preparedness Workshop Series presentations. This six module
series contains additional information, instructor notes, and videos that supports the Active Shooter

Emergency Action Plan process. The Planning Steps (1-6) below will correlate to the Training Modules
(1-6) in the presentation slides. Example: Module 2 will assist with completing Planning Step 2a and 25.

How to Use This Guide

Step 1 — Review the pre-planning recommendations and suggested training.

Step 2 — Allot at least 2-hours to complete the Active Shooter Emergency Action Plan video.
Step 3 — Watch the EAP video.

Step 4 — Complete Planning Steps 1-6. Use the fillable space to document the imitial steps required to begin
developing the organization’s Emergency Action Plan. Note: The Planning Steps contain information derived
Jrom the EAP video and other online resources to help inform the planning process.

Step 5 — Begin drafting the organization’s Active Shooter Emergency Action Plan. Refer to the EAP Guide and
resources listed in Pre-Planning Recommendations and Suggested Training as required.

Need Help? Contact the DHS Active Shooter Preparedness team at ASworkshop@hq.dhs. gov



Presenter Notes
Presentation Notes
We’ve developed an Emergency Action Plan Template and Guide that incorporates that six-step planning process, but we’ve tailored it to the unique aspects of active shooter preparedness.

The primary difference is that we have replaced Step 2: Understand the Situation with Steps 
2a - Develop an Active Shooter Prevention Plan
2b - Conduct a Risk Assessment

The template, guide, and a 90-minute video that explains how to use both are available at CISA’s active shooter web page.

We’re going to go over each step in detail right now.



Example: Goal #2 (During): Protect everyone from injury during an

attack.

- Think up a scenario

- A bad guy arrives at the door during
business hours....

- Review your goal — this is the outcome you
want

- Brainstorm ways to achieve your goal

- Include your whole planning team

Pete Owen
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Example - Goal #3 (During):
Respond effectively to minimize casualties

Pete Owen
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Presentation Notes
Here we have a scenario: a possible shooter has arrived at the front door during business hours.

This is just a normal day until now. Point out the occupants and the open doors. 

CLICK – With our open, welcoming environment, the shooter gets all the way in. No one has an opportunity to run or hide.

We need to review our objectives:
Objectives:
Detect an active shooter before the shooter passes through entry control
Lockdown the facility to delay the shooter
Alert 9-1-1 to initiate a law enforcement response
Alert occupants so they can respond effectively

Ask the group: what are some ways we could accomplish our objective?


Course of action example - Goal #3 (During):

Respond effectively to minimize casualties

&

Lockdown!
Lockdown!

&

g
e

B

Hello, 9-1-17?
Send police, quickly! Voroooos | 33



Presenter Notes
Presentation Notes
Our objectives are:
Detect an active shooter before the shooter passes through entry control
Lockdown the facility to delay the shooter
Alert 9-1-1 to initiate a law enforcement response
Alert occupants so they can respond effectively

In the example, this planning team came up with some ideas:
CLICK – First, we close and lock perimeter doors and the door from the lobby to the interior.
CLICK – Now, our adversary can’t just walk in.
CLICK – We’ve installed a camera with an intercom, so our receptionist can screen visitors.
CLICK – Now that we have determined we have an angry person who has threatened us with a firearm, we can 
CLICK - Lockdown the facility to delay the shooter
Alert 9-1-1 to initiate a law enforcement response
Alert occupants so they can respond effectively



Resources CISA and other agencies

provide
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CISA Active Shooter Preparedness webpage

- Training
- Videos

- Planning resources

Active Shooter Preparedness | Cybersecurity and Infrastructure Security Agency CISA

Pete Owen
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https://www.cisa.gov/topics/physical-security/active-shooter-preparedness
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How to get started with |
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threat assessment and | ===er= | fle S0
management

ENHANCING SCHOOL SAFETY

“®
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. Secret Service National Threat Assessmer
Center (secretservice.gov)

Nationa
July 2018

- FBI Behavioral Analysis Unit, Making Prevention
a Reality: Identifying, Assessing, and Managing
the Threat of Targeted Attacks — FBI

Jamey Barcomb
DHS Regional Prevention

- County threat assessment management teams Coordinator
_ . . 202-740-5033
- National Threat Evaluation and Reporting iamey.barcomb@hg.dhs.gov

=, Program Office | Homeland Security (dhs.gov)
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Presenter Notes
Presentation Notes
We are unable to dive into threat assessment and management teams in detail today, but we can point you to some folks and resources who can help you get started.

The US Secret Service’s National Threat Assessment Center has published a wealth of literature and live events on targeted attacks, particularly on averting targeted school violence.

The FBI Behavioral Analysis Unit’s publication, Making Prevention a Reality is available online. It explains the purpose of threat assessment and management, provides guidance for both, and provides some best practices on establishing and developing a threat management team.

Consulting with your county’s threat assessment management team as you develop your organization’s team will help you understand what their role is ands when to call them.

The National Threat Evaluation and Reporting Office (NTER) as a training resource.  They offer the Foundations of Targeted Violence Prevention eLearning on their website which can be completed by anyone, anytime for free.  
 
They also offer the Master Trainer Program for members of state, local, tribal and territorial agencies that are performing, law enforcement, security and/or Behavioral Threat Assessment roles which makes it available to administrators and special staff such as social workers, counselors, and other mental health professionals to promote the importance of a multi-disciplinary approach.  
 
Master trainers can support other organizations in their area by delivering a range of training options such as a three-hour threat evaluation overview, a one-day basic training and a more in depth 3-day training.   

The Department of Homeland Security’s Center for Prevention Programs and Partnerships works with the whole of society to establish and expand local prevention frameworks. The Regional Prevention Coordinator, Jamey Barcomb, is with us here today and will talk about his center’s role.




https://www.secretservice.gov/protection/ntac
https://www.secretservice.gov/protection/ntac
https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view
https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view
https://www.fbi.gov/file-repository/making-prevention-a-reality.pdf/view
https://www.dhs.gov/nter
https://www.dhs.gov/nter

Employee Vigilance Through the Power of Hello

Promotes Alert personnel can spot O Used effectively, the
©@ employee Q) suspicious activity and ) right words can be a
vigilance report it powerful tool.
OBSERVE INITIATE A HELLO NAVIGATE THE RISK OBTAIN HELP
Be vigilant of your Acknowledging a risk can Determine if observed behavior is Obtain help from
surroundings deter a potential threat threatening or suspicious management or authorities

The OHNO approach — Observe, Initiate a Hello, Navigate the Risk, and
Obtain Help — helps employees observe their surroundings, evaluate

suspicious behavior, mitigate risk, and obtain help. Pete Owen
May 9, 2024

https://www.cisa.gov/topics/physical-security/non-confrontational-techniqgues/power-hello
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Presenter Notes
Presentation Notes
Intent:
To restate the purpose of the Power of Hello
To reinforce employee vigilance

Teaching Points: 
The Power of Hello is a 4-step approach for determining an unknown individual’s purpose for coming to a facility.
A vigilant employee can spot a suspicious person or activity, deter or detect a threat, and get help by reporting what they have seen or know.

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello 



https://www.cisa.gov/topics/physical-security/non-confrontational-techniques/power-hello
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Presenter Notes
Presentation Notes
Intent: 
To describe the concept of the De-Escalation Series

Teaching Points:
The De-Escalation Series:
Four separate, but related products.
Used either as a series or stand-alone references.
Guides readers through a sequence of actions to take or decisions to make when confronted with a potentially violent situation.
The products contain a small list of examples of potential stressors, changes in baseline behaviors, observable behavioral indicators, observable physical behaviors, and potential warning signs of an escalating person; these are not intended to be taken as single indicators but should be observed to support a holistic assessment of the person of concern’s circumstances and stressors.  

References: 
CISA De-Escalation Series - cisa.gov/de-escalation-series

https://www.cisa.gov/de-escalation-series

=
CISA security surveys and assessments

- Detailed security and resilience assessments
- Security walk throughs for smaller buildings

- Campus wide assessments

- Regional resilience studies

- 360-degree video captures

Pete Owen 39

- Cyber security assessments May 9, 2024



Presenter Notes
Presentation Notes

 A SAFE may be the first step toward an effective security program. It is generally intended for facilities that have little or no security measures or planning in place 


 A Protective Security Advisor may find that it is appropriate to conduct a more detailed assessment using the Infrastructure Survey Tool (IST) at a facility after a SAFE visit has been completed and after the facility has implemented some of the identified options for consideration, for example, by assigning a security manager, developing a security 


=)
All hands - videos

- Easy

- Quick
. Effective

- No record
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Presenter Notes
Presentation Notes
There are many, many videos that discuss active shooter response. CISA’s is available on our web page and YouTube. Ready Houston’s original RUN. HIDE. FIGHT.® Surviving an Active Shooter Event  is quite good. The Santa Ana Unified School district has excellent ones for elementary, middle, and high schools. Others are tailored to audiences with specific concerns such as hospitals.

Videos are great because they are convenient, consistent, quick, and get the message across very well. 

The only major drawbacks are that you don’t get a record of completion and students can not ask questions.


FEMA Independent Study Online Courses

- IS 906 - Workplace Security
Awareness

- IS 907 - Active Shooter: What You
Can Do

. |S 914 - Surveillance Awareness:
What You Can Do

- IS 915 - Protecting Critical o |
Infrastructure Against Insider Threat https://training.fema.gov/is/

Pete Owen a1
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Presenter Notes
Presentation Notes
FEMA’s Emergency Management Institute offers free, online, accredited training that anyone can complete. 

The first time folks take a FEMA course they’ll need to register for a FEMA Student Identification Number.

These online courses are easy to take, don’t take much time, and they’re effective.

Students document completion by receiving a certificate & they also earn CEUs.

Like videos, there is no opportunity for Q&A.




https://training.fema.gov/is/

Active shooter preparedness workshops

- Eight-hour, in-person workshop to help organizations prepare for active
shooter incidents.

- 14 May — Rochester
- 20 June - Liverpool

- 15 August — Niagara University

- Monthly two-hour webinars

. Email peter.owen@hqg.dhs.gov for more information.

Pete Owen
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Instructor-led training

- By law enforcement preferred
- Tailored to your site
- Opportunity for Q&A

- Can be challenging to schedule

Pete Owen
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Presenter Notes
Presentation Notes
Sometimes the law enforcement agency that responds to your area will offer active shooter preparedness training, but this is by no means a universal practice.

Local CISA Protective Security Advisors can offer this to critical infrastructure workers and targeted groups.

If your organization has a security or emergency management official, this individual can review details of your organization’s plans.



Drills and exercises

[Insert Picture of Your Facility]

Tabletop exercises (TTX)
Chemical Sector

- Drills Active Shooter
_ _ Tabletop Exercise
- Functional exercises Situation Manual

*[Insert Caveat]*

Full-scale exercises

CISA Tabletop Exercise Packages | CISA

This Situation Manual (Sithfan) provides exercise participants with all the necessary tools for their
roles in the exercize. Some exercize material is intended for the exclusive uze of exercize planners,
facilitators, and evaluators, but players may view other materials that are necessary to their
performance. All exercise participants may view the Sithlan

Pete Owen
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Presenter Notes
Presentation Notes
A tabletop exercise is a facilitated analysis of an emergency situation in an informal, stress-free environment. There is minimal attempt at simulation in a tabletop exercise. Equipment is not used, resources are not deployed, and time pressures are not introduced. Tabletops are designed to elicit constructive discussion as participants examine and resolve problems based on existing operational plans and identify where those plans need to be refined. 
TTXs are good ways to work out the bugs and misunderstandings in an active shooter plan.
CISA has a number of TTX templates available for download that will save you a lot of the tedious work that goes into exercise development.
A drill is a coordinated, supervised exercise activity, normally used to test a single specific operation or function. It can also be used to provide training with new equipment or to practice and maintain current skills. Its role in your exercise program is to practice and perfect one small part of your damage assessment program and help prepare for more extensive exercises, in which several functions will be coordinated and tested.
Drills are appropriate ways to rehearse lockdown procedures.
Hosting law enforcement drills in your facility can aid responders to respond effectively.
A functional exercise focuses on the coordination, integration, and interaction of an organization’s policies, procedures, roles, and responsibilities before, during, or after the simulated event. A command post exercise is an example of a functional exercise. A functional exercise is a useful way to practice decision-making and communication of your organization’s active shooter plan. 
A full-scale exercise simulates a real event as closely as possible. It is multi-agency, multi-jurisdictional, multi-discipline exercise designed to evaluate the operational capability of emergency management systems in a highly stressful environment that simulates actual response conditions. To accomplish this realism, it requires the mobilization and actual movement of emergency personnel, equipment, and resources. 
Your organization will probably not participate in a full scale exercise unless local agencies are already developing one.

https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages

CISA Active Shooter Emergency Action Plan

Product Suite

rEmel‘gency Action Plan: Active Shooter

Local law enforcement requires the following information when responding to an active shooter event.

|® Emergency Action Plan Guide
Rt Active Shooter Preparedness

A first responder “Go-Bag” is a ready resource that assists law enforcement with navigating a facility.
The “Go-Bag™ is located at:

The “Go-Bag” contains the following items. It will be inventoried regularly and updated as required.

Communications Management

Providing consistent and accurate information to authorities, employees, family and the media can reduce the
impact of an active shooter scenario on an organization and its people. The following are responsible for
commmmicating the organization's message internally and externally.

Position/Office Name Phone Number E-mail

Purpose

The Active Shooter Emergency Action Plan Video is a virtual learning tool that describes the fundamental
concepts of developing an Emergency Action Plan (EAP) for an active shooter scenario. This instructive video
fuides organizations through important considerations of EAP development utilizing the first-hand perspectives
of active shooter survivors, first responders. and other subject matter experts who share their umique insights.

Organizations are encouraged to use this guide as a medium to document the fitial steps toward creating an
Active Shooter preparedness plan. This guide is nof meant to replace your organization’s Emergency Action
Plan Rather. it is a tool that begins the EAP development process.

Pre-Planning Recommendations and Suggested Training

¥ Does your organization have an emergency action plan? If so, review your organization’s policy or
process for creating the plan. Defernune if an active shooter preparedness plan can fit info your
organization’s overarching plan which may already include a plan for fire evacuation, severe weather,
and bomb threats.

¥ Qbtain a copy of the Federal Emergency Management Agency’s (FEMA) Comprehensive Preparedness
Guide (CPG) 101 “Developing and Mamtaining Emergency Operations Plan™ and review the six step
planming process.

¥ Explore the Department of Homeland Security’s Active Shooter Preparedness Website to better
understand the active shooter threat.

¥ View the Options for Consideration Video to recognize possible actions to take if confronted with an
active shooter scenario.

¥" Download and review the Active Shooter Preparedness Workshop Series presentations. This six module
series contains additional information, instructor notes, and videos that supports the Active Shooter
Emergency Action Plan process. The Planning Steps (1-6) below will correlate to the Training Modules
(1-6) in the presentation slides. Example: Module 2 will assist with completing Planning Step 2a and 2b.

How to Use This Guide

Step 1 — Review the pre-planning recommendations and suggested training.

Step 2 — Allot af least 2-hours to complete the Active Shooter Emergency Action Plan video.
Step 3 — Watch the EAP video.

Step 4 — Complete Planning Steps 1-6. Use the fillable space to document the initial steps required to begin
developing the organization’s Emergency Action Plan Note: The Planning Steps contain information derived
[from the EAP video and other online resources to help inform the planning process.

Step 5 — Begin drafting the organization’s Active Shooter Emergency Action Plan. Refer to the EAP Guide and
resources listed in Pre-Plarming Recommendations and Suggested Training as required.

Need Help? Contact the DHS Active Shooter Preparedness team at ASworkshop@hag.dhs.gov

ACTIVE SHOOTER

EMERGENCY ACTION PLANNIN G

P Pl o) 029/13624

Active Shooter Emergency
Action Plan Product Suite |
CISA

Pete Owen
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Presenter Notes
Presentation Notes
CISA has developed an Active Shooter Emergency Action Plan Product Suite that includes a plan template in Word, a guide for planners, and an instructional video.

The plan is not quite fill-in-the-blank, but it provides an excellent shell for your planning team to organize its work.

The 90-minute video provides an outstanding orientation for your planning team members who could not join you here today.

It describes the fundamental concepts of developing an Emergency Action Plan for an active shooter scenario and guides viewers through important considerations of plan development utilizing the first-hand perspectives of active shooter survivors, first responder personnel, and other subject matter experts who share their unique insight.

https://www.cisa.gov/resources-tools/resources/active-shooter-emergency-action-plan-product-suite
https://www.cisa.gov/resources-tools/resources/active-shooter-emergency-action-plan-product-suite
https://www.cisa.gov/resources-tools/resources/active-shooter-emergency-action-plan-product-suite
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Get Involved ' You Are the Help Until Help Arrives

You Are the Help Until Help Arrives


Presenter Notes
Presentation Notes
The World Health Organization has defined a Mass Casualty Incident as, “An incident which generates more patients at one time than locally available resources can manage using routine procedures. It requires exceptional emergency arrangements and additional or extraordinary assistance.” (World Health Organization, Mass Casualty Management Systems, 2007, p. 30)

The number of gunshot trauma victims may well exceed the ability of initial responders to stabilize. Victims may bleed to death if we can’t be the help until help arrives.

FEMA’s “You re The Help Until Help Arrives” and STOP THE BLEED® offer bleeding control training and kits that can help your organization prepare for a mass casualty incident.




Business Continuity Planning

. S u Sta i n eS S e n ti a I Read;gjs”wess. Business Continuity Plan
Company Name
. - Address
business functions
:ﬁiz?:}on Date
- - ngmrl;e‘:n:li:z:j;:objectiws, and assumptions of the business continuity plan.
n M a I n ta I n Business Continuity Organization
CO m m u n i Ca ti O n Eﬁ:?ffﬂ:er:I::sa:fdarﬁ.fﬁﬂtci::;;:E:? mr:::;er:nt_ and delegation of authority.
Address interaction with external organizations including contractors and vendors.
" P rOte Ct | nfo 'm at| on , ‘Contin uity Plan Template and Instructions
for Non-Federal Entities and Community-
records, and IT systems Based Organizations
R [Department/Agency/Organization Name]
Ensure employee safet = e e
= p y y P
[Department/Agency/Organization Name]
[Street Address]
[City, State Zip Code]
Figure 1. Example Business Continuity Team Organization Chart e ——
http: //www.ready. gov/ business August 2018
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Presenter Notes
Presentation Notes
An effective Business Continuity Plan should identify key personnel and guide organizations to restore essential functions after an incident occurs. 
This process is unique to organizations of differing sizes, industries, and capabilities. 
 
A Business Continuity Plan provides information on how personnel will communicate during and after an incident. The Business Continuity Plan may include work and personal cell phone numbers for key staff, email addresses, and other means of electronic communication. Some organizations may have an internal system or proprietary application to enable staff member communications during an emergency or weather event. The Business Continuity Plan should also list key staff members and identify their roles and responsibilities during recovery efforts. 

The plan may include provisions for hiring temporary staff, teleworking, and working from alternate locations.

When drafting a BCP consider the following: 
How will you sustain the most essential business functions? 
How will you maintain communication during an emergency and during recovery after? 
How will you protect critical information, records, and IT systems? 
How will you ensure employee safety? 
 
DHS offers several resources to help organizations develop a BCP, including: 
 
Ready.gov Business Continuity Plan 
FEMA Continuity Plan Template and Instructions for Non-Federal Governments | CISA



CISA What to Do: Bomb Threat webpage

- Video
- Checkilist

- Planning guidance

- Training

What to Do:
Bomb Threat
Video | CISA

Pete Owen
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https://www.cisa.gov/resources-tools/resources/what-do-bomb-threat-video
https://www.cisa.gov/resources-tools/resources/what-do-bomb-threat-video
https://www.cisa.gov/resources-tools/resources/what-do-bomb-threat-video

Questions?
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For more information:
www.cisa.gov

Questions?

Email: peter.owen@hg.dhs.gov
Phone: (619) 733-9262

Pete Owen 50
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