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Credentials – Life Cycle View
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Key Considerations

1. What is being secured and the level 
of security required

2. The credential ecosystem. Can one 
credential be used for:

a. Access control

b. Electronic locking

c. Vending/food service/timekeeping

d. Identification

3. Open technology to “futureproof” the 
solution. 
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The Credential Continuum
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1st Generation – HID Proximity

2nd Generation - iCLASS

3rd Generation – iCLASS SE

4th Gen Credentials – iCLASS Seos

1992

iCLASS Readers

Prox/Indala Readers

iCLASS SE Readers
3rd Generation

HID Signo
4th Generation Reader 
Platform Optimized for 

iCLASS Seos

2020
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1st

GENERATION

125kHz Proximity -
No Encryption

2nd

GENERATION

13.56 MHz 
Smartcard - Card 

Encryption

3rd & 4th

GENERATION 

13.56 MHz 
Smartcard - Card 
Encryption w/ SIO
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125 kHz PROX TECHNOLOGY 
IS  CLONEABLE

ONLINE

Card Cloners

WEB SERVICES

e.g. clonemykey.com

KIOSKS

In Your Neighborhood
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THINK ABOUT DOWNSTREAM SYSTEMS
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MOBILE ACCESS

SIGNO readers come mobile ready

SE readers may have upgrade options

Mobile

Access
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Mobile Access – System Level View

1) Administrator manages users, 
issues/revokes Mobile IDs via the Secure 
Identity Services portal

2) Mobile IDs are 
transferred into 
device over the air

3) Tap or 
Twist and Go

4) Reader sends 
credential data to 
panel
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Mobile Access – The App, Registration and Credential

1
2
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STANDARD KEYS
Universal keysets that offer maximized 

compatibility by keying readers and cards 
with matching security for use in the 
general population. This allows for 

maximized compatibility because readers 
and cards are not keyed on a per 

site/company basis but rather all keyed the 
same. This offers the advantage to the 

integrator as a standard stock of readers 
and cards will interoperate for a variety of 

sites/companies, rather than needing 
different stocks of readers and cards for 

each individual site.

Keyset Options 

ELITE KEYS

Hold Your Own Key – HYOK

Manufacturer provides end-user customers 
with a unique authentication key to 

increase their existing security. The custom 
authentication key protects the card 

number within the access control 
application of the card. Only matching 
cards and readers will work together, 

prohibiting cards and readers from foreign 
populations to enter and function within the 

c mpa y’    c     p p la    .

PRIVATE KEYS

Bring Your Own Key – BYOK

Control Your Own Key – CYOK

Same benefits of the HYOK model, but the 
end user creates their own unique 

authentication key.  This can be shared 
  c   ly    h  h  ma  fac         h a “k y 
c   m  y”     mb    h  k y      a     
and credentials (BYOK) or done on site 

with encoders to readers and credentials 
configured to accept the private keys 

(CYOK).
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Biometric Authentication & 
Verification

Biometrics have rapidly expanded into our 
daily lives, as millions of people utilize 

fingerprints to unlock their mobile phones, or 
access cash through ATMs. Using fingerprint 

biometrics, iris and facial recognition for 
physical access security offers customers 

convenience as biometrics are unique, cannot 
be forgotten, lost or stolen.
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Reader to Panel Communications
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Reader to Panel Communications Protocols
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Identification 
Technologies

Tags, beacons and 
services to identify, 

track and add trust to 
activities and assets 

Citizen Identity 
Solutions

End-to-end portfolio 
of highly secure 

custom government-
to-citizen physical, 

mobile and biometric 
ID solutions 

Identity 
and Access 

Management 
Solutions

Identity lifecycle 
management, multi-
factor authentication, 

credential 
management and 
digital certificates

HID’s Broad Portfolio

Extended
Access 

Technologies

Desktop and 
embedded biometric, 
RFID and contactless 

readers

Secure 
Issuance

Identity issuance, 
card personalization 

and encoding 
solutions

Physical 
Access
Control

Solutions

Physical access 
control products and 
services - credentials, 

readers and 
controllers
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Thank you

hidglobal.com

VERNON MEYER
vernon.meyer@hidglobal.com 
(315) 440 7988

REGIONAL SALES MANAGER 
PACS NORTH AMERICA 
UPSTATE NY and NEW ENGLAND
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